
Mission critical 
service 

experiences 
issue

Service Owner is 
notified and 

evaluates alongside 
their team.

Major Incident?Continue to 
monitor

No

Service Owner 
posts alerts to 
service status 

page

Service Owner sends notification to 
activate the major incident room. This 

includes the service's technical 
teams, Senior Leadership Team (SLT) 

members, and communication 
representation.

Post to teams channels for 
stakeholders (20 minute updates) and 
university wide messaging (90 minute 

updates).

Updates will be made to 
internal channels every 
30 minutes, to external 
channels 60 minutes or 
when update is 
available (IF Vendor 
issue) until resolved.

Is the 
incident 

resolved?

No

Retire the alert from system status 
page and communicate the resolution 

to all channels

Service owner submits After Action
Report to Senior Leadership Team 
within 24 hours of the resolution

Is
persisting

past 20 minute
mark?

If the incident did not 
result in a major 
incident, no AAR is 
needed.

No

Yes

Yes
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Editing Notes

Identify 
Service 
Owner

Obtain approved Campus 
Messaging from MI Room 

and work with CC&E to 
post messages to 

stakeholders.

Do we have a 
work-around?

Communicate 
work-around to 
stakeholders

Yes

Follow 
Cybersecurity 

Incident 
Response Plan 

Activities

Yes

Is the 
incident 

resolved?

Yes

No

Yes

No

Malicious 
activity 

detected?
No
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